Abstract
Introduction
Multimedia convergence over networked systems has been increasingly developing and thus requires a greater demand for security and distribution mobility. Multimedia refers to a mixture of individual media that comes in various forms such as text, pictures, video, audio, images, etc. Its extensive use and availability over the Internet in all forms provides issues in terms of security and mobility. Since most multimedia contents (e.g., sensitive applications such as medical systems, and military databases) are transmitted over open networks, there is a need for a reliable storage and distribution and transmissions schemes.
Currently, we have been surrounded by a multi-level convergent multimedia world where all approaches of communication and information are continually refining to adapt to the continuing demands of technologies [1] . A growing network of information and communication technology devices has increasingly being carried out all aspects of institutional activity and social life such as business, government, art, journalism, health, and education [2] . This paper presents a robust framework for multimedia contents distribution over IP based mobile networks. The framework design implements security and mobility to provide for unlimited distribution of multimedia contents anytime and anywhere.
The rest of this paper is organized as follows: Section 2 outlines the multimedia contents distribution framework; Section 3 identifies the operational functions of the multimedia contents distribution scheme; and the concluding remarks in Section 4.
Multimedia Contents Distribution Framework
The multimedia contents distribution framework aims at integrating the expansiveness of MIPv6 [3] for the mobility management of mobile devices used for accessing multimedia contents. The movement and exchange of communications between the multimedia content provider and mobile devices are patterned to that of the standard protocols of the mobile IP. Authentication scheme has been identified and implemented to verify the mobile user's identity, and thus, providing authorized access to acquire multimedia over open networks such as the Internet. The multimedia contents distribution framework is outlined in Figure 1 .
Figure 1. Multimedia Contents Distribution Framework
As outlined in Figure 1 , the approaches developed for the design will involve three major components in the secured multimedia contents distribution framework.
1. Multimedia Content Server/Provider: The multimedia content provider implements the following responsibilities:
 Multimedia content packaging, employing scalable coding and compression schemes.
 Implementing Quality of Service (QoS) policies for multimedia contents.
 Security management (Encryption), ensuring a secured delivery and storage of multimedia contents.
 Management of access control and authorization models, preventing unauthorized access to multimedia contents.
 Enforcement of usage rules and monitoring the use of multimedia contents.
2. Internet: The Internet will be acting as an intermediary between the mobile terminals and the multimedia contents provider. It serves as the distribution gateway for the multimedia contents and implements the following responsibilities:
 Resource Management. Resource allocation strategies will be implemented in order to allow an optimal use of the shared resources by the different user categories.
 Buffering Management. This is implemented to support the execution of computing-intensive functionalities that are not supported in mobile terminals. Buffering capabilities must be suppressed in order to alleviate the delay impact of multimedia contents processing.
3. Mobile Devices: The terminal to which users can use for accessing the multimedia contents. The user mobile device implements the following responsibilities:
 Real-time streaming of multimedia contents.
 Decoding and decompression management must be progressive to minimize delays.
 Decryption must be simultaneous with decoding and decompression for un-interrupted real-time streaming.
 Mobility. The user mobile device must remain connected as the user moves around.
 Continuous connectivity must be ensured utilizing the standard protocols for mobile IPv6.
The mobile devices serve as the multimedia contents acquisition tool. The mobile device mobility adapts the principles of mobile IPv6. The protocols used by the MIPv6 to maintain the user mobile device connectivity will also be utilized. MIPv6 utilizes the IPsec [4] , a security protocol suite for securing communications by authenticating and encrypting each IP packet of a communication session. However, IPsec is only limited to secure the data flows between the user mobile device and the multimedia content provider. Thus, there is still a need to authenticate mobile users for unauthorized access of multimedia contents.
Multimedia Contents Distribution Operations
The functional operations of the multimedia contents distribution framework are described by the following processes:
1. The multimedia content is created, compressed, and then protected. The multimedia content protection can include any of the security standards of multimedia encryption, watermarking, fingerprinting, data hiding, etc. based on the Digital Rights Management (DRM) [5, 6] standards. The multimedia content package may include information about the content provider, vendor, or the Web address to contact for the rights. The security scheme used for the protection can be a standard of the industry (Multimedia Content provider) customized for the particular multimedia content.
2. The protected multimedia content package is deployed on the provider's content server for downloading or streaming as depicted in Figure 2 .
3. The user search for related multimedia contents for consumption through web search engine applications in the Internet using their mobile devices.
4. As the desired multimedia content is found, the user requests the multimedia content using their respective mobile devices through web application requiring user authentication. The multimedia content access request and user authentication is depicted in Figure 3 . 6. If the user is not listed on the authorized users of certain multimedia contents, then they can register with necessary information that meets the requirements imposed by the content provider.
7. If the user is authenticated, then a session key is sent to the user as requirement for accessing the multimedia contents. The usage of multimedia contents may differ based on the imposed usage rules and rights by the content providers which are also based on the DRM. Figure 3 . Multimedia Content Access 8. The users can now access the multimedia contents, with their mobile devices capable of decrypting the security imposed on the multimedia content, and be able to decode it for real-time streaming. The user mobile device must be able to perform scalable progressive decryption and decoding in order for a continuous uninterrupted real-time streaming. The Multimedia content access is depicted in Figure 4 .
Conclusion
This paper has presented a robust framework for multimedia contents distribution over IP based mobile networks. This framework implements both security and mobility that ensures unlimited access for multimedia contents anytime and anywhere. A security scheme has been identified in the functional operations to provide for the authenticity and integrity of multimedia contents.
